Attachment A

Instructional Guide to Access
Your eOPF Using eAuthentication
One-Time Registration Process

Below is a screen by screen printout of the USDA eOPF eAuthentication One-
Time Registration Process to access your eOPF. You will need a copy of your
most recent SF-50, Notification of Personnel Action, for your organizational
code. Follow the instructions on each screen.

Step 1 — Type this web address https://eopf.nbc.gov/landing/ into Microsoft
Internet Explorer. You must include the last /7 on the above web address.

Step 2 — You will see 3 Security Warnings. Click “Yes” on each warning and
proceed to the next screen.

Click Yes

Step 3 — You will be redirected to the USDA eAuthentication page. Click “I
Agree”.
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Step 4 — Login using your eAuth User ID and eAuth Password. Click “Login”.
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Step 5 - After successfully completing the eAuth login, you will be redirected
to the eOPF eAuth Controller Page. Click “check mark” in front of US

Department of Agriculture.
Click Check Mark %
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Step 6 — You will see the eOPF Welcome Screen. Click “Accept”.

Click Accept

Office of Personnel Management

The Federal Government’s Human Resources Agency

This is an official U.S. Government System for authorized use only. Unauthorized use of this system
information on this system could result in criminal prosecution. Signing into this application indicat

the
vou have read
and accepted the Full Terms an Conditions of Use and you consent to secure testing and monit

ing.

Sigring into this application indicates you have read and accepted the Brivacy Bolicy, and yof consent to secure
testing and monitoring.

Signing into this application indicates vou have read and accepted the Rules of Behayidt, and you consent to secure
testing and monitoring

To access your account information, your computer's assigned Internet ProtocofIP) address, which is controlled by
vour Internet Service Provider (ISP}, must remain the same from the time yoygnter your user name and password
on the Login Page until you leave the Ssccount Access section.

Please be aware, you must have Microsoft Internet Explarer version &,

©r higher and adobe scrobat Reader version
6.01 ar higher to run this application software. JavasSorpt must be e

led to use the eOPF application.

M .y

=0OFF Helpdesk - WwebServer 17
eopf_hd@telesishg.com | {(855) 275-8518

Step 7 — Complete the one-time registration process. Click “Register” after
entering all requested information.

Explanations:
Date of Birth — Type in the information using this format mm/dd/yyyy. If
you chose to use the drop-down arrow, you must click on the earliest year to

go back to your year of birth.

Last Name — This must be typed in All Caps. If you have a suffix (e.g. Jr.) it
must also be entered.

SSN# - Enter your Social Security number without hyphens.

Home Zip Code — Enter the 5 digit zip code for your home address.

PO ID — Enter the 4 digit number for your state (Attachment B).

Org Code — Enter the 18 digit organizational code, which begins with the
number “16”, located on the bottom of your most recent SF 50 or in box 22.

You can print a copy of your SF 50 from EmpowHR. Contact your local HR
servicing office if you have questions.
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Step 8 — You will see a screen which will ask you to review and confirm
your registration. Click “Continue with Registration”.

Step 9 — You will see the eOPF Welcome Screen. Click “Accept”.
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This is an official 1.5, Government System for authorized use only. Unauthorized use of this systern or th
information on this system could result in criminal prosecution. Signing into this application indicates v

have read
and accepted the Full Terms and Conditions of Wse and vou consent to secure testing and monitori

Signing into this application indicates you have read and accepted the Privacy Policy, and you

fisent to secure
testing and monitoring.

Signing into this application indicates you have read and accepted the Rules of Behawi

7 and you consent to secure
testing and monitoring.

To access your account information, your computer's assigned Internet Protoc
vour Internet Service Provider (ISP}, must remain the same from the time yo
on the Login Page until you leave the Account Access section.

IP) address, which is controlled by
enter your user name and password

Please be aware, you must have Microsoft Internet Explorer versior,

.0 or higher and Adobe Acrobat Reader version
6.01 or higher to run this application software. JavaScript must b

nabled to use the eOPF application.
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eopf_hd@telesizhg.com | (866) 275-8518

&1



Attachment A

Step 10 — You will see the Welcome to the eOPF System screen. Click “My

eOPF” to view your eOPF. Click My eOPF

T

Help | FAQ | Home

Welcome to the eOPF System

Search eOPF

My Profile Introduction:

[ESoRT The e0OFF System contains electronic copies of the documents that make up your
Official Personnel File. This self-service tool enables you to electronically view and
print your OFF documents, and to update your vital Emergency Data. IF you have
questions concerning the technical aspects of the eOPF, email the eOPF Help Desk at
eopf_hd@tslesishg.com. Questions concerning sperific personnel actions or
documents should be sent to your servicing personnel representative.

WARNING: To ensure the confidentiality of data viewed within this application, we
strongly advise users tn arcess the 20PF system on a secured government network
computer, If you do not it iz possible that when an eOFPF is viewed from a shared or
public computer (such as those found in the public library) that does not require a
personal logon that & copy of the personnel information viewed may remain on the
computer in a hidden cache directory. This hidden cache can potentizlly be viewed by
& subsequent individual who has access o the same computer, Should you decide 1o
access the 2OPF system, or any other website that contains private data, from a
public, unsecured cormputer, we strongly recommend you clear the contents of the
browser's cache by performing the following steps: (1) Choose Tools->Internet
Options from IE's menu (23 The General tab should already been chosen, if not,
select it (2) Click on the Delete Files button in the Temporary Internet files frame (43
Click OK from the dialog box that pops Lp. Please note: because of @OFF security
fieatures that hide IE's menu you may need o re-open 1E after exiting eOFF in order
1o access the menu.

User Info:
Email. Mo Email Address on record.
Emergency Data last updated on:14 /2000 LS

Step 11 — Your eOPF will be displayed. To view any document, click on “A” in
the left column labeled “Action”. A menu box will appear, click “View” to
open the document. Repeat this step for each document you wish to view.

Step 12 — You can change the settings for how you view your eOPF. Click “My
Profile”.

Click My Profile

ntroduction:

Logout The eOPF System contains electronic copies of the documents that make up your
Official Personnel File, This self-service tool enables you to electronically view and
print your OPF documents, and to update your vital Emergency Data. If you have
questions concerning the technical aspects of the eOFF, email the eOPF Help Desk at
eopf_hd@telesishg.com. Questions concerning specific personnel actions or
documents should be sent to your servicing personne| representative.

WARNING: To ensure the confidentiality of data viewed within this application, we
strongly advise users to access the 2OPF systerm on a secured government network
computer, If you do not it is possible that when an eC0OPF is viewed from a shared or
public computer ¢such as those found in the public library) that does not require a
personal logon that a copy of the personnel information viewed may remain on the
computer in a hidden cache directory, This hidden cache can potentially be viewed by
a subsequent individual who has access to the same computer. Should you decide to
access the eOPF system, or any other website that contains private data, from a
public, unsecured computer, we strongly recommend you clear the contents of the
browser's cache by performing the following steps: (1) Choose Tools-=Internet
Options from IE's menu (2) The General tab should already been chosen, if not,
select it {3} Click on the Delete Files button in the Temporary Internet files frame (1)
Click OK from the dialog box that pops up. Flease note: because of eOPF security
features that hide IE's menu you may need to re-open IE after exiting @0OPF in order
o access the menu.

User Info:
Email: Mo Email Address on record
Emergency Data last updated on:1 £ /2000 -

& Done = @ Internet
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Step 13 — It is recommended you set your Preferences as identified below.
Click “Apply” when you are finished.

Click Apply
D eopf.nbc.go Profile eneral Preference 050 Brne nlore
A
General Preferences A Change Email Emergency Data REp | @O | G
0P eheral Preferences !

Humber of Rows per Page (Display):

Dizplay =M column with Folder results
Select Results Display (Folder):
splay Last Mame column with Folder results

gplay First Mame column with Falder results

Select Default Search Option {Forms): | O Camman Farma (8 All Farms ) Agency Farms

Display Form Number column with Documert results
Display Form Descrigtion column with Document resutts

zplay Type Descrigtion column with Document resutts

splay MOA Code 1 column vwith Documert resuts
Select Results Display (Document): [] Display MOA Code 2 column with Documert resutts
D Display Side by Side column with Documert results
Display Creste Date column with Document resuts
Display Folder Side calumn with Document results
D Dizplay Exception Comment column with Document resufts
Display Prirt column with Document results

Are you using assistive technology ?
{ex: Sereen Reader) ©re Ores
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Step 14 — To exit your eOPF, click “Logout”.

Click Logout

|2

Help | FAQ | Home

Welcome to the System
Introdyct©n:

he eCPF System contains electronic copies of the documents that make up your
Official Personnel File, This self-service tool enables you to electronically view and
print your OFF docurments, and to update your vital Emergency Data, If you have
fuestions concerning the technical aspects of the e0OPF, email the eOPF Help Desk at
eopf_hd@telesishq.com. Questions concerning specific personnel actions or
documents should be sent to your servicing personnel representative.

WARNING: To ensure the confidentiality of data viewed within this application, we
strongly advise users to access the eOPF system on & secured government network
computer. If you do not it is possible that when an eOFPF is viewed from a shared or
public cormputer (such as those found in the public library) that does not require a
personal logon that & copy of the personnel information viewed may remain on the
computer in a hidden cache directory. This hidden cache can potentially be viewed by
a subsequent individual who has access to the same computer. Should you decide to
access the eOPF systern, or any other website that contains private data, from a
public, unsecured cormputer, we strongly recormmend you clear the contents of the
browser's cache by performing the following steps: (1) Choose Tools->Internet
Options from IE's menu (2) The General tab should already been chosen, if not,
select it {3) Click on the Delete Files button in the Temporary Internet files frame (4)
Click OK from the dialog box that pops up. Please note: because of eOPF security
features that hide IE's menu you may need o re-open IE after exiting eOPF in order
0 access the menu.

User Info:
Email: Mo Email &ddress an record
Emergency Data last updsted on:t /2000 —

You are required to use your USDA eAuthentication ID and Password to log
into the eOPF system. Please use the https://eopf.nbc.gov/landing/ website
address to access the eOPF system.

If you have any questions, contact your local HR servicing office.


https://eopf.nbc.gov/landing/

